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Question time

During a presentation at the recent
Technology Trade and Investment
Forum in Auckland, a senior gov-
ernment figure noted the low levels
of computer science and engineering
graduates.

Our e-taler couldn’t resist asking
him during question time if he was
concerned by the lack of women
graduates in these disciplines, sug-
gesting that if more young women
were studying these topics, it could
potentially double the number of
graduates.

To which he replied that he didn’t
realise there was a lack of women in
these courses, and that the question
reminded him of an episode from
the Yes Minister television series.

Ministerial preview, maybe

During the interview for the Q and
A in the last issue of Computerworld
ICT Minister Steven Joyce appeared
keen to show off his iPhone, explain-
ing that while he’d been given a
Blackberry Bold for parliamentary
business, he kept an iPhone for per-
sonal use.

Interested to see how up to the
play he was with smartphones, our
e-taler asked what version of the
iPhone he had.

Joyce replied iPhone 5, which our
e-taler thought demonstrated excel-
lent contacts in the IT industry as
it has not been released, but then
Joyce quickly corrected himself and
said it was an iPhone 4.

A wise hiring decision?
HP recently appointed an evange-

ICT Minister Steven Joyce is
ahead of the curve with his iPhone

list for its Australia-New Zealand
Exstream customer communica-
tions business. Upon reading the

news, one E-taler thought
that in light of the recent
upheavals at HP, appoint-
ing evangelists wasn’t a
bad idea, as the company
could do with a bit of
divine intervention.

Mobile milestone
It was 30 years ago today
— or, rather, it was 30
years ago this month that
the world’s first public
mobile phone service was
launched by Swedish telco
Televerket in Stockholm.
The first mobile call
had been made some
years earlier, in New
York in 1973, and most
of the early development
of mobile telephony took
place in the US, but the
NMT (Nordic Mobile
Technology) exchange
provided to Televerket by Ericsson
and set up for public use in October
1981 was the world’s first.

Corporates and three strikes copyright law

inally the truth outs. I've been
Fumbled by an online comment

on a talk I gave on the three
strikes copyright law, reported in the
previous issue of Computerworld.

“This seems like bad advice from
a lawyer who doesn’t understand
the technical implementation...” one
commentator concluded. Seeing
as I did my five minute talk in 30
seconds, I guess I should have a
crack at explaining my views.

Here’s my talk from start to
finish: “You’re a corporate and
worried about this new three strikes
copyright law, and how your staff
could use your network for illegal
peer-to-peer downloading. What
to do? There are two things you
can do to protect yourself. Get all
your IP addresses from APNIC [the
Asia-Pacific Network Information
Centre] or stop all peer-to-peer
traffic. That’s my talk, thank you
very much.”

Why the two options? On the
second point, stopping peer-to-peer
traffic takes away the risk, as the
new law only applies to that type
of traffic. Many organisations don’t
need to access peer-to-peer.

What about the other option:
APNIC? That conclusion requires
close review of the wording of the
Act and the regulations.

Summarising:

* The regime revolves around
the relationship between (a) copy-
right holders, (b) entities similar to
ISPs (called IPAPs in the Act) and
(c) their customers called account
holders (the corporate in this
instance).

* Copyright holders kick off the
process by asking IPAPs to email
the first of three notices to the
account holder which has the rel-
evant IP address allocated to it.

* In a corporate context, if a staff
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member (or contractor, etc.) uses
the network to download a movie
by peer-to-peer, the movie owner
can require the corporate’s ISP
(IPAP) to give a notice to the corpo-
rate related to that IP address. This
can lead ultimately to the corpo-
rate being penalised up to around
$15,000 and, when Government
triggers the change, suspension of
the corporate’s internet access for
up to six months.

* APNIC is not an IPAP, as it
does not supply ISP-type services:
it mainly supplies IP addresses.
Therefore rights holders cannot
require APNIC to give notice.

* A key point under the regula-
tions is that the copyright owner
cannot require the ISP (IPAP) to
implement the three strikes proce-
dure if it has not allocated the IP
address.

* If the corporate takes an IP
address from APNIC, it is not allo-
cated by the corporate’s ISP (IPAP).
So, the corporate is not at risk of
the three strikes process.

Some corporates will manage
their own APNIC-sourced IP
addresses, and some will ask their
ISP (IPAP) to do that. There is
some risk in that latter case that
it can be said that the ISP (IPAP)
“allocates” the IP addresses. So the
safest course is for the corporate to
manage the addresses. There are
practical issues around getting IPv4
addresses from the diminishing
APNIC pool.

There may be other work-
arounds, but I’ve not seen anything
yet that would work. For example,

the idea of having the corpo-
rate set up a related company
(NetCo) to manage its inter-
net connectivity has been
suggested. NetCo becomes
an IPAP that services the
trading company (OpCo).
Leaving aside compliance
cost in setting this up,
including publicly published
annual compliance reports,
this leaves the problem
intact:

* NetCo is likely still to
use an upstream commercial
ISP (IPAP) to provide ser-
vices.

* NetCo is an account
holder (customer) in relation
to that upstream ISP (IPAP).
Entities can be both account
holders (looking upstream)
and IPAPs (looking down-
stream).

* The rights holders can
require the upstream ISP to
implement the three strikes
regime against the NetCo
and that in turn can lead to
compensation obligation and
network suspension.

* Rights holders can also require
NetCo as IPAP to implement the
process against its account holder
customer, OpCo, again leading to
compensation and network suspen-
sion.

But CIOs need to put this all in
context, with a realistic assessment
of risk. There are heated views for
and against the law, and in rela-
tion to the role of online copyright
generally.

That needs to be put aside to
enable an assessment of risk and
benefit based only on relevant
matters. For corporates, the real
risk is not the monetary risk:
around $15,000 per event in the

worst case (i.e. low monetary and
frequency risk).

It is the risk of suspension of
the corporates’ internet access for
up to six months once that law is
triggered. But in reality, is that
manageable?

At minimum, organisations,
public and private sector should
tighten their staff acceptable use
policies and make sure they are
legally agreed to by staff (in our
experience, legal buy-in is the
biggest issue).

Organisations like universities
and those with transient users have
additional issues to consider beyond
the scope of this commentary.



